
Internet 
Safety 
Guide

For content creators, 
end-users & more



What You’ll Learn
Here’s what you’ll learn in this Internet Safety Guide: 
1. What to look for in your emails, such as potentially malicious links, scams and more.
2. An assortment of things to look for in comments as an online content creator.
3. Popular content creator scams and regular scams to be aware of.
4. Useful tips and tricks for implementing a VPN, password management system and 

more.
5. Resources from trusted sources.

Let’s get started.



I work in ASMR, digital marketing and 
information security. I am advocate for tech 
equity and digital literacy with an emphasis 

content creator protection.

About Me



72%
of Americans believe their accounts are secure with only usernames and 

passwords, yet every two seconds there is another victim of identity fraud. Your 
usernames and passwords are not enough to keep your accounts secure.*

*(Stop. Think. Connect .(n.d.) "Lock Down Your Login", accessed 1-16-2017 from 
https://www.lockdownyourlogin.com).



What to Look For

1. Who is sending the email?
2. What is their goal?

3. Where is it coming from?



What to Look For, Again

1. Who is sending the email?
2. What is their goal?

3. Where does it want to take me??

Hover over the link! Does it want 
to take you to somewhere 
suspicious???



Fetish Mining



Popular Content Creator Scams
Popular Brands

● If it looks too good to be true, it probably is. 
● Who is sending the email? Is it coming from a legitimate email address?
● Never download anything without scanning for potential viruses. If you don’t have a software that does this, 

don’t take the risk!

Congratulations! You’ve Won!
● “Congratulations, you’ve won the opportunity to join our affiliate program from Gucci. Click the link in the 

email NOW to apply.”
○ Any indication of “haste” is usually a phish.
○ Hover over the link - is the URL taking you to Gucci.com or is it taking you to a 

Bit.ly link? If the latter, don’t click it.



Popular Scams In General

Asking for PII (Personally Identifiable Information)
● Never share PII via email or online. This means your ID, passport, username/password, credit card number, 

banking/routing number. Any of this information coupled with your contact information is PII. Some of it is PII 
on its own.

Giftcards
● A friend of mine had an aunt who was told they would be approved for a $500,000 loan if they sent them 

$10,000 in gift cards. REAL BUSINESSES DO NOT DO BUSINESS VIA GIFT CARDS.



VPN

Password Manager

“A VPN connection establishes a secure connection between you and the internet. Via the VPN, all your data traffic is routed 
through an encrypted virtual tunnel. This disguises your IP address when you use the internet, making its location invisible to 
everyone. A VPN connection is also secure against external attacks.” (Kapersky)

Ways to Protect Yourself

“Attacks work because many people re-use the same password on multiple websites. Password managers makes it possible 
and easy to use a different random password for every account” (Stuart Schechter)

From your email to your social media sites, set it up.

Use two-factor authentication or two-step verification



Do’s                                    Don’ts
Do

Implement a VPN.

Do
Be careful about how much 
information you share online.

Do

Keep your devices updated.

Don’t
Text or email your credit card 
number, SSN or any other PII.

Don’t
Use the same password 
everywhere.

Don’t
Open up spam emails. Delete 
them right away!



Security Awareness, Online & Offline

If you receive a spam or phishing email, delete it
● I had a friend who would open up the fake Amazon email and go to the website and try to “unsubscribe” 

herself from the mailing list. Long story short: it didn’t work and she is also out $168.

Cover your webcam
● There is a reason why Mark Zuckerberg does it.

Always look for misspellings or issues with grammar/punctuation
● This is oftentimes an indication of malicious activity.



In the above example, you can see that although the email is from “Admin” the 
email is from a Gmail account. Also look at the issues with punctuation, and the 

sense of urgency in the email. The link also goes to an unknown domain.



In the above example, you can see that although the email is from “PayPal Support” 
the email is from an Outlook account. Look at the sense of urgency in the email and 

the steps indicated are ones that would share PII.



Additional Resources

● Internet Safety Rules (Kapersky).
● 20 internet safety tips and checklist to help families stay safer online (Norton).
● How To Recognize and Avoid Phishing Scams (FTC).
● Phishing Attack Prevention: How to Identify & Avoid Phishing Scams (Digital Guardian).

● Nord VPN
○ https://nordvpn.com/lily  (I have a link!)
○ Coupon code: lily (I also have a coupon code!)

● Best firewall of 2021: free, paid software and services (TechRadar).

https://usa.kaspersky.com/resource-center/preemptive-safety/top-10-internet-safety-rules-and-what-not-to-do-online
https://us.norton.com/internetsecurity-kids-safety-stop-stressing-10-internet-safety-rules-to-help-keep-your-family-safe-online.html
https://www.consumer.ftc.gov/articles/how-recognize-and-avoid-phishing-scams
https://digitalguardian.com/blog/phishing-attack-prevention-how-identify-avoid-phishing-scams
https://nordvpn.com/lily%E2%80%8B
https://www.techradar.com/best/firewall


CREDITS: This presentation template was 
created by Slidesgo, including icons by Flaticon, 

and infographics & images by Freepik

Thanks!

@lillianadee on IG/Twitter
Lily Whispers ASMR on 

YouTube

Do you have any questions?

Please keep this slide for attribution

http://bit.ly/2Tynxth
http://bit.ly/2TyoMsr
http://bit.ly/2TtBDfr


Glossary
Social Engineering - (in the context of information security) the use of deception to manipulate individuals into divulging confidential or 
personal information that may be used for fraudulent purposes.

Security Awareness - Security awareness is the knowledge and attitude members of an organization possess regarding the protection of 
the physical, and especially informational, assets of that organization.

Fetish Mining - the act of soliciting fetish content from somebody without them knowing the true purpose, and without their informed 
consent.

Phishing - Phishing is a type of social engineering where an attacker sends a fraudulent message designed to trick a human victim into 
revealing sensitive information to the attacker or to deploy malicious software on the victim's infrastructure like ransomware.

VPN - A virtual private network extends a private network across a public network and enables users to send and receive data across 
shared or public networks as if their computing devices were directly connected to the private network.

Firewall - a firewall is a network security system that monitors and controls incoming and outgoing network traffic based on 
predetermined security rules. A firewall typically establishes a barrier between a trusted network and an untrusted network, such as the 
Internet.



Content Creator Reminders

1. You do not owe anyone anything.
2. You are entitled to your privacy.
3. What you wear, how you speak or where you make content, does not give people the 

right to harass or intimidate you.
4. There are attorneys and organizations that advocate for content creators such as 

Revision Legal and DoNotPay.
5. Online harassment is  criminalized in many states and perpetrators can be convicted.
6. Self-taken photos—nude or not—are owned by the photographer, so a website 

displaying those photos without consent is violating copyright. You can seek upwards of 
$2,000,000 if you pursue people who leak content.


